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As the Internet grows in size and complexity, it has become increasingly more important and at the same time more challenging to measure its internal performance. There are two broad approaches to network performance monitoring. In the internal approach, direct measurements are made at or between network elements. This approach - that relies on direct access to network nodes - has a number of potential limitations:it may not available for general users; commercial factors often prevent organizations from sharing internal performance data; coverage may not span paths of interests; issue of scale gathering and correlating measurements in large networks; how to compose per hop measurements to an end-to-end view.

This has motivated external approaches, monitoring the network through end-to-end measurements, without necessary assuming the cooperation of network elements on the path. There has been much recent experimental work to understand the phenomenology of end-to-end performance. Several research efforts are developing measurement infrastructures with the aim of collecting and analyzing end-to-end measurements across a mesh of paths between a number of hosts. A question which remained to be solved was how much information about the internal behavior of a network could be extracted from end-to-end measurements alone. 

In this talk we present the Network Tomography approach to internal network characterization from sole end-to-end measurements. Network Tomography is a relatively new field which has received increasing attention in the recent past. The basic idea is to exploit correlation found in end-to-end traffic to infer internal network characteristics, e.g., topology, link loss and link delay distribution. In this talk we review the main results regarding internal network characterization via multicast end unicast end-to-end measurements. Moreover, we discuss challenges and open issues. 

First we show how end-to-end multicast traffic can be used to estimate the internal link loss and delay characteristics of a network. The key observation is that multicast traffic introduces correlation in the end-to-end performance measured by receivers. This correlation can, in turn, be used to infer the performance of the links within the multicast routing tree spanning the sender and receivers. We formulate the estimation problem as a Maximum Likelihood Estimation (MLE) problem. Thus, the estimates enjoy important statistical properties: (i) asymptotic consistency; (2) asymptotic normality; and, (3) asymptotic efficiency. The estimation can be carried out directly via closed form expressions in case of loss, or iteratively via the (EM) Expectation Maximization algorithm in case of delay.

A potential limitation of multicast measurements lies in the limited multicast support in actual networks. In addiction, multicast traffic performance may significantly differ from unicast traffic which by far constitutes the largest portion of the traffic today networks. We show how the inference techniques can be extended to infer the network characteristics from unicast end-to-end measurements as well. This is achieved by designing unicast measurement experiments which mimic the correlation behavior found in the multicast case. The estimation problem is again formulated as a MLE problem which is solved via the EM algorithm We believe that Network Tomography is still in its infancy and despite the promising results, there are still significant issues to be addressed. Ultimately, the challenge for Network Tomography is to provide the means to effectively support online network operation and management, as network monitoring, admission control, service level agreement monitoring, fault and congestion identification, etc. To this end, many issues need to be solved.

The first challenge involves the measurements themselves. Running large-scale measurements in today Internet is a challenging task. Measurements requires the availability and the cooperation of the participating end-hosts, the transmission of measurement data to a common location for correlation and inference. Transmission of the measured data to a common point of inference becomes an issue for widespread deployment due to the potential "implosion problem". Thus, an architecture for scalable measurements/data collection/analysis is still a significant issue to be solved, especially in light of the possibility to use Network Tomography to support on-line network operation. While a lot of efforts has been devoted to the design and deployment a large-scale measurement infrastructure we believe there is still a lot to be done. The second challenge involves overcoming the simplifying models assumption. For tractability, to date models typically assume temporal and spatial independence and stationary behavior. The effect on accuracy of these assumption can be severe especially in light of the growing wireless links and ad-hoc networks connectivity where spatial/temporal dependence and system dynamics cannot be ignored. While, recently, models which account for some type of spatial and time correlation as well as time-varying network behavior has been considered much work remains to be done.

Finally, a research challenge lies in extending the reach of the Network Tomography inference approach to encompass a richer set of internal network characteristics. This is important as the performance measure of interest can change with the application domain and with the network conditions themselves. So far very simple models and measurement techniques have been used to account for links' loss probability, links' delay distribution, available bandwidth, etc., but, for example, no second order queueing dynamics have been explored, e.g., loss correlation which is known to largely determine the TCP window size dynamic. This will require further investigation on the type of measurements performed across the networks, on the underlying network model and the methodology adopted to infer the  network characteristics of interest.
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